
CALIFORNIA STUDENT DATA PRIVACY 

AGREEMENT Version 2.0 �6HSWHPEHU�����2018)

6FKRRO�'LVWULFW�/RFDO�(GXFDWLRQ�$JHQF\�

$1'

3URYLGHU�

'DWH��

Twin Rivers Unified School District

No Tears Learning, Inc. dba Learning Without Tears

8/19/2020



��

7KLV� &DOLIRUQLD� 6WXGHQW� 'DWD� 3ULYDF\� $JUHHPHQW� �“'3$”�� LV� HQWHUHG� LQWR� E\� DQG� EHWZHHQ� WKH��

�KHUHLQDIWHU� UHIHUUHG� WR� DV� “/($”��DQG��
�KHUHLQDIWHU� UHIHUUHG� WR� DV� “3URYLGHU”�� RQ� � � �� 7KH�3DUWLHV�DJUHH�WR�
WKH�WHUPV�DV�VWDWHG�KHUHLQ��

5(&,7$/6�

:+(5($6�� WKH� 3URYLGHU� KDV� DJUHHG� WR� SURYLGH� WKH� /RFDO� (GXFDWLRQ� $JHQF\� �“/($”�� ZLWK� FHUWDLQ�
GLJLWDO� HGXFDWLRQDO� VHUYLFHV� �“6HUYLFHV”�� SXUVXDQW� WR� D� FRQWUDFW� GDWHG�������
�“6HUYLFH�$JUHHPHQW”���DQG�

:+(5($6�� LQ� RUGHU� WR� SURYLGH� WKH� 6HUYLFHV� GHVFULEHG� LQ� WKH� 6HUYLFH� $JUHHPHQW�� WKH� 3URYLGHU�
PD\� UHFHLYH� RU� FUHDWH�� DQG� WKH� /($� PD\� SURYLGH� GRFXPHQWV� RU� GDWD� WKDW� DUH� FRYHUHG� E\�
VHYHUDO� IHGHUDO� VWDWXWHV�� DPRQJ� WKHP�� WKH� )DPLO\� (GXFDWLRQDO� 5LJKWV� DQG� 3ULYDF\� $FW�
�“)(53$”�� DW� ��� 8�6�&�� ����J� ���� &)5� 3DUW� ����� &KLOGUHQ’V� 2QOLQH� 3ULYDF\� 3URWHFWLRQ�
$FW� �“&233$”��� ���8�6�&�� �����������3URWHFWLRQ�RI�3XSLO�5LJKWV�$PHQGPHQW��“335$”�����8�6�&��
����K��DQG�

:+(5($6��WKH�GRFXPHQWV�DQG�GDWD�WUDQVIHUUHG� IURP�/($V�DQG�FUHDWHG�E\� WKH�3URYLGHU’V�6HUYLFHV�DUH�
DOVR� VXEMHFW� WR� &DOLIRUQLD� VWDWH� VWXGHQW� SULYDF\� ODZV�� LQFOXGLQJ� $%� ������ IRXQG� DW� &DOLIRUQLD�
(GXFDWLRQ� &RGH� 6HFWLRQ� �������� DQG� WKH� 6WXGHQW� 2QOLQH� 3HUVRQDO� ,QIRUPDWLRQ� 3URWHFWLRQ� $FW�
�“623,3$”��IRXQG�DW�&DOLIRUQLD�%XVLQHVV�DQG�3URIHVVLRQV�&RGH�VHFWLRQ��������DQG�

:+(5($6�� IRU� WKH� SXUSRVHV� RI� WKLV� '3$�� 3URYLGHU� LV� D� VFKRRO� RIILFLDO�ZLWK� OHJLWLPDWH� HGXFDWLRQDO�
LQWHUHVWV�LQ�DFFHVVLQJ�HGXFDWLRQDO�UHFRUGV�SXUVXDQW�WR�WKH�6HUYLFH�$JUHHPHQW��DQG��

:+(5($6�� WKH� 3DUWLHV�ZLVK� WR� HQWHU� LQWR� WKLV�'3$� WR� HQVXUH� WKDW� WKH� 6HUYLFH� $JUHHPHQW� FRQIRUPV�
WR�WKH� UHTXLUHPHQWV� RI� WKH� SULYDF\� ODZV� UHIHUUHG� WR� DERYH� DQG� WR� HVWDEOLVK� LPSOHPHQWLQJ� SURFHGXUHV�
DQG�GXWLHV��DQG�

:+(5($6��WKH�3URYLGHU�PD\��E\�VLJQLQJ�WKH�“*HQHUDO�2IIHU�RI�3ULYDF\�7HUPV”��([KLELW�“(”���DJUHH�WR�
DOORZ� RWKHU� /($V� LQ� &DOLIRUQLD� WKH� RSSRUWXQLW\� WR� DFFHSW� DQG� HQMR\� WKH� EHQHILWV� RI� WKLV� '3$� IRU�
WKH�6HUYLFHV�GHVFULEHG�KHUHLQ��ZLWKRXW�WKH�QHHG�WR�QHJRWLDWH�WHUPV�LQ�D�VHSDUDWH�'3$��

12:�7+(5()25(��IRU�JRRG�DQG�YDOXDEOH�FRQVLGHUDWLRQ��WKH�SDUWLHV�DJUHH�DV�IROORZV��

��� 3XUSRVH� RI� '3$�� 7KH� SXUSRVH� RI� WKLV� '3$� LV� WR� GHVFULEH� WKH� GXWLHV� DQG� UHVSRQVLELOLWLHV� WR
SURWHFW� VWXGHQW� GDWD� WUDQVPLWWHG� WR� 3URYLGHU� IURP� /($� SXUVXDQW� WR� WKH� 6HUYLFH� $JUHHPHQW��
LQFOXGLQJ� FRPSOLDQFH� ZLWK� DOO� DSSOLFDEOH� VWDWXWHV�� LQFOXGLQJ� WKH� )(53$�� 335$�� &233$��
623,3$��$%�������DQG�RWKHU�DSSOLFDEOH�&DOLIRUQLD�6WDWH�ODZV��DOO�DV�PD\�EH�DPHQGHG�IURP�WLPH�
WR� WLPH�� ,Q� SHUIRUPLQJ� WKHVH� VHUYLFHV�� WKH�3URYLGHU� VKDOO� EH� FRQVLGHUHG� D�6FKRRO�2IILFLDO�ZLWK�
D� OHJLWLPDWH� HGXFDWLRQDO� LQWHUHVW�� DQG� SHUIRUPLQJ� VHUYLFHV� RWKHUZLVH� SURYLGHG� E\� WKH� /($��
:LWK�UHVSHFW� WR� WKH� XVH� DQG�PDLQWHQDQFH� RI� 6WXGHQW� 'DWD�� 3URYLGHU� VKDOO� EH� XQGHU� WKH� GLUHFW�
FRQWURO�DQG�VXSHUYLVLRQ�RI�WKH�/($�

$57,&/(�,��385326(�$1'�6&23(�
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��

�� 1DWXUH� RI� 6HUYLFHV� 3URYLGHG�� 7KH� 3URYLGHU� KDV� DJUHHG� WR� SURYLGH� WKH� IROORZLQJ� GLJLWDO
HGXFDWLRQDO�SURGXFWV�DQG�VHUYLFHV�GHVFULEHG�EHORZ�DQG�DV�PD\�EH�IXUWKHU�RXWOLQHG�LQ�([KLELW�³$´
KHUHWR�

�� 6WXGHQW�'DWD� WR�%H�3URYLGHG�� 7KH� 3DUWLHV� VKDOO� LQGLFDWH� WKH� FDWHJRULHV� RI� VWXGHQW� GDWD� WR� EH
SURYLGHG�LQ�WKH�6FKHGXOH�RI�'DWD��DWWDFKHG�KHUHWR�DV�([KLELW�³%´�

�� '3$�'HILQLWLRQV��7KH�GHILQLWLRQ�RI�WHUPV�XVHG�LQ�WKLV�'3$�LV�IRXQG�LQ�([KLELW�³&´��,Q�WKH�HYHQW
RI�D�FRQIOLFW��GHILQLWLRQV�XVHG�LQ�WKLV�'3$�VKDOO�SUHYDLO�RYHU�WHUP�XVHG�LQ�WKH�6HUYLFH�$JUHHPHQW�

$57,&/(�,,��'$7$�2:1(56+,3�$1'�$87+25,=('�$&&(66�

�� 6WXGHQW�'ata 3URSHUty RI�/($��$OO� 6WXGHQW�'DWD� WUDQVPLWWHG� WR� WKH� 3URYLGHU� SXUVXDQW� WR� WKH
6HUYLFH�$JUHHPHQW�LV�DQG�ZLOO�FRQWLQXH�WR�EH WKH�SURSHUW\�RI�DQG�XQGHU�WKH�FRQWURO�RI�WKH�/($�
7KH�3URYLGHU�IXUWKHU�DFNQRZOHGJHV�DQG�DJUHHV�WKDW�DOO�FRSLHV�RI�VXFK�6WXGHQW�'DWD�WUDQVPLWWHG�WR
WKH�3URYLGHU�� LQFOXGLQJ� DQ\�PRGLILFDWLRQV�RU�DGGLWLRQV�RU�DQ\�SRUWLRQ� WKHUHRI� IURP�DQ\�VRXUFH�
DUH�VXEMHFW�WR�WKH�SURYLVLRQV�RI�WKLV�$JUHHPHQW�LQ�WKH�VDPH�PDQQHU�DV�WKH�RULJLQDO�6WXGHQW�'DWD�
7KH�3DUWLHV�DJUHH�WKDW�DV�EHWZHHQ WKHP,  DOO�ULJKWV��LQFOXGLQJ�DOO�LQWHOOHFWXDO�SURSHUW\�ULJKWV�LQ�DQG
WR�6WXGHQW�'DWD�FRQWHPSODWHG�SHU�WKH�6HUYLFH�$JUHHPHQW�VKDOO�UHPDLQ�WKH�H[FOXVLYH�SURSHUW\�RI
WKH �/($��)RU�WKH�SXUSRVHV�RI�)(53$��WKH�3URYLGHU�VKDOO�EH�FRQVLGHUHG�D�6FKRRO�2IILFLDO��XQGHU
WKH�FRQWURO�DQG�GLUHFWLRQ�RI� WKH�/($V�DV� LW�SHUWDLQV�WR�WKH�XVH�RI�6WXGHQW�'DWD�QRWZLWKVWDQGLQJ
WKH�DERYH��3URYLGHU�PD\�WUDQVIHU�SXSLO�JHQHUDWHG�FRQWHQW�WR�D�VHSDUDWH�DFFRXQW��DFFRUGLQJ�WR�WKH
SURFHGXUHV�VHW�IRUWK�EHORZ�

�� 3DUHQW�$FFHVV��/($�VKDOO�HVWDEOLVK�UHDVRQDEOH�SURFHGXUHV�E\�ZKLFK�D�SDUHQW��OHJDO�JXDUGLDQ��RU
HOLJLEOH�VWXGHQW�PD\�UHYLHZ�6WXGHQW�'DWD� LQ� WKH�SXSLO¶V�UHFRUGV��FRUUHFW�HUURQHRXV� LQIRUPDWLRQ�
DQG�SURFHGXUHV�IRU�WKH�WUDQVIHU�RI�SXSLO�JHQHUDWHd �FRQWHQW�WR�D�SHUVRQDO�DFFRXQW��FRQVLVWHQW�ZLWK
WKH� IXQFWLRQDOLW\� RI� VHUYLFHV�� 3URYLGHU� VKDOO� UHVSRQG� LQ� D� WLPHO\�PDQQHU� �DQG� QR� ODWHU� WKDQ� ��
GD\V�IURP�WKH�GDWH�RI�WKH�UHTXHVW��WR�WKH�/($¶V�UHTXHVW�IRU�6WXGHQW�'DWD�LQ�D�SXSLO¶V�UHFRUGV�KHOG
E\� WKH�3URYLGHU� WR� YLHZ� RU� FRUUHFW� DV� QHFHVVDU\�� ,Q� WKH� HYHQW� WKDW� D� SDUHQW� RI� D� SXSLO� RU� RWKHU
LQGLYLGXDO� FRQWDFWV� WKH� 3URYLGHU� WR� UHYLHZ� DQ\� RI� WKH� 6WXGHQW� 'DWD� DFFHVVHG� SXUVXDQW� WR� WKH
6HUYLFHV�� WKH� 3URYLGHU� VKDOO� UHIHU� WKH� SDUHQW� RU� LQGLYLGXDO� WR� WKH� /($�� ZKR� ZLOO� IROORZ� WKH
QHFHVVDU\�DQG�SURSHU�SURFHGXUHV�UHJDUGLQJ�WKH�UHTXHVWHG�LQIRUPDWLRQ�

�� 6HSDUDWH�$FFRXQW��,I�SXSLO�JHQHUDWHG�FRQWHQW�LV�VWRUHG�RU�PDLQWDLQHG�E\�WKH�3URYLGHU�DV�SDUW�RI
WKH�6HUYLFHV�GHVFULEHG� LQ�([KLELW� ³$´��3URYLGHU� VKDOO�� DW� WKH� UHTXHVW� RI� WKH�/($�� WUDQVIHU� VDLG
SXSLO� JHQHUDWHG� FRQWHQW� WR� D� VHSDUDWH� VWXGHQW� DFFRXQW� XSRQ� WHUPLQDWLRQ� RI� WKH� 6HUYLFH
$JUHHPHQW��SURYLGHG��KRZHYHU��VXFK�WUDQVIHU�VKDOO�RQO\�DSSO\�WR�SXSLO�JHQHUDWHG�FRQWHQW�WKDW�LV
VHYHUDEOH�IURP�WKH�6HUYLFH�

�� 7KLUG� 3DUW\� 5HTXHVW�� 6KRXOG� D� 7KLUG� 3DUW\�� LQFOXGLQJ� ODZ� HQIRUFHPHQW� DQG� JRYHUQPHQW
HQWLWLHV��FRQWDFW�3URYLGHU�ZLWK�D�UHTXHVW� IRU�GDWD�KHOG�E\�WKH�3URYLGHU�SXUVXDQW�WR� WKH�6HUYLFHV�
WKH�3URYLGHU�VKDOO� UHGLUHFW� WKH�7KLUG�3DUW\� WR� UHTXHVW� WKH�GDWD�GLUHFWO\� IURP� WKH�/($��3URYLGHU
VKDOO�QRWLI\�WKH�/($�LQ�DGYDQFH�RI�D�FRPSHOOHG�GLVFORVXUH�WR�D�7KLUG�3DUW\�
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�� 6XESURFHVVRUV��3URYLGHU�VKDOO�HQWHU� LQWR�ZULWWHQ�DJUHHPHQWV�ZLWK�DOO�6XESURFHVVRUV�SHUIRUPLQJ
IXQFWLRQV� SXUVXDQW� WR� WKH� 6HUYLFH� $JUHHPHQW�� ZKHUHE\� WKH� 6XESURFHVVRUV� DJUHH� WR� SURWHFW
6WXGHQW�'DWD�LQ�PDQQHU�FRQVLVWHQW�ZLWK�WKH�WHUPV�RI�WKLV�'3$�

$57,&/(�,,,��'87,(6�2)�/($�

�� 3ULYDF\� &RPSOLDQFH�� /($� VKDOO� SURYLGH� GDWD� IRU� WKH� SXUSRVHV� RI� WKH� 6HUYLFH� $JUHHPHQW
LQ�FRPSOLDQFH�ZLWK�)(53$��&233$��335$��623,3$��$%������ DQG� DOO� RWKHU�&DOLIRUQLD
SULYDF\�VWDWXWHV�

�� $QQXDO�1RWLILFDWLRQ�RI�5LJKWV�� ,I�WKH�/($�KDV�D�SROLF\�RI�GLVFORVLQJ�HGXFDWLRQ�UHFRUGV�XQGHU
)(53$����&)5��������� �D�� ������/($�VKDOO� LQFOXGH�D� VSHFLILFDWLRQ�RI�FULWHULD� IRU� GHWHUPLQLQJ
ZKR� FRQVWLWXWHV� D� VFKRRO� RIILFLDO� DQG� ZKDW� FRQVWLWXWHV� D� OHJLWLPDWH� HGXFDWLRQDO� LQWHUHVW� LQ� LWV
$QQXDO�QRWLILFDWLRQ�RI�ULJKWV�

�� 5HDVRQDEOH� 3UHFDXWLRQV�� /($� VKDOO� WDNH� UHDVRQDEOH� SUHFDXWLRQV� WR� VHFXUH� XVHUQDPHV�
SDVVZRUGV��DQG�DQ\�RWKHU�PHDQV�RI�JDLQLQJ�DFFHVV�WR�WKH�VHUYLFHV�DQG�KRVWHG�GDWD�

�� 8QDXWKRUL]HG� $FFHVV� 1RWLILFDWLRQ�� /($� VKDOO� QRWLI\� 3URYLGHU� SURPSWO\� RI� DQ\� NQRZQ� RU
VXVSHFWHG�XQDXWKRUL]HG�DFFHVV��/($�ZLOO�DVVLVW�3URYLGHU�LQ�DQ\�HIIRUWV�E\�3URYLGHU�WR�LQYHVWLJDWH
DQG�UHVSRQG�WR�DQ\�XQDXWKRUL]HG�DFFHVV�

$57,&/(�,9��'87,(6�2)�3529,'(5�

�� 3ULYDF\�&RPSOLDQFH��7KH�3URYLGHU�VKDOO�FRPSO\�ZLWK�DOO�DSSOLFDEOH�VWDWH�DQG�IHGHUDO� ODZV�DQG
UHJXODWLRQV�SHUWDLQLQJ�WR�GDWD�SULYDF\�DQG�VHFXULW\��LQFOXGLQJ�)(53$��&233$��335$��623,3$�
$%������DQG�DOO�RWKHU�&DOLIRUQLD�SULYDF\�VWDWXWHV�

�� $XWKRUL]HG�8VH��7KH�GDWD�VKDUHG�SXUVXDQW�WR�WKH�6HUYLFH�$JUHHPHQW��LQFOXGLQJ�SHUVLVWHQW�XQLTXH
LGHQWLILHUV��VKDOO�EH�XVHG�IRU�QR�SXUSRVH�RWKHU�WKDQ�WKH�6HUYLFHV�VWDWHG�LQ�WKH�6HUYLFH�$JUHHPHQW
DQG�RU�RWKHUZLVH�DXWKRUL]HG�XQGHU�WKH�VWDWXWHV�UHIHUUHG�WR�LQ�VXEVHFWLRQ������DERYH��3URYLGHU�DOVR
DFNQRZOHGJHV� DQG� DJUHHV� WKDW� LW� VKDOO� QRW�PDNH� DQ\� UH�GLVFORVXUH� RI� DQ\� 6WXGHQW�'DWD� RU� DQ\
SRUWLRQ� WKHUHRI�� LQFOXGLQJ� ZLWKRXW� OLPLWDWLRQ�� PHWD� GDWD�� XVHU� FRQWHQW� RU� RWKHU� QRQ�SXEOLF
LQIRUPDWLRQ�DQG�RU�SHUVRQDOO\�LGHQWLILDEOH�LQIRUPDWLRQ�FRQWDLQHG�LQ�WKH�6WXGHQW�'DWD��ZLWKRXW�WKH
H[SUHVV�ZULWWHQ�FRQVHQW�RI�WKH�/($�

�� (PSOR\HH� 2EOLJDWLRQ�� 3URYLGHU� VKDOO� UHTXLUH� DOO� HPSOR\HHV� DQG� DJHQWV� ZKR� KDYH� DFFHVV� WR
6WXGHQW�'DWD�WR�FRPSO\�ZLWK�DOO�DSSOLFDEOH�SURYLVLRQV�RI�WKLV�'3$�ZLWK�UHVSHFW�WR�WKH�GDWD�VKDUHG
XQGHU�WKH�6HUYLFH�$JUHHPHQW�

�� 1R� 'LVFORVXUH�� 'H�LGHQWLILHG� LQIRUPDWLRQ� PD\� EH� XVHG� E\� WKH� 3URYLGHU� IRU� WKH� SXUSRVHV� RI
GHYHORSPHQW�� UHVHDUFK�� DQG� LPSURYHPHQW� RI� HGXFDWLRQDO� VLWHV�� VHUYLFHV�� RU� DSSOLFDWLRQV�� DV� DQ\
RWKHU�PHPEHU�RI�WKH�SXEOLF�RU�SDUW\�ZRXOG�EH�DEOH�WR�XVH�GH�LGHQWLILHG�GDWD�SXUVXDQW�WR����&)5
������E��� 3URYLGHU� DJUHHV� QRW� WR� DWWHPSW� WR� UH�LGHQWLI\� GH�LGHQWLILHG� 6WXGHQW� 'DWD� DQG� QRW� WR
WUDQVIHU� GH�LGHQWLILHG� 6WXGHQW� 'DWD� WR� DQ\� SDUW\� XQOHVV� �D�� WKDW� SDUW\� DJUHHV� LQ� ZULWLQJ� QRW� WR



��

DWWHPSW�UH�LGHQWLILFDWLRQ��DQG��E��SULRU�ZULWWHQ�QRWLFH�KDV�EHHQ�JLYHQ�WR�/($�ZKR�KDV�SURYLGHG�
SULRU�ZULWWHQ�FRQVHQW� IRU�VXFK� WUDQVIHU��3URYLGHU�VKDOO� QRW�FRS\�� UHSURGXFH�RU� WUDQVPLW�DQ\�GDWD�
REWDLQHG�XQGHU�WKH�6HUYLFH�$JUHHPHQW�DQG�RU�DQ\�SRUWLRQ� WKHUHRI��H[FHSW�DV�QHFHVVDU\�WR� IXOILOO�
WKH�6HUYLFH�$JUHHPHQW���

�� 'LVSRVLWLRQ� RI� 'DWD�� 8SRQ� ZULWWHQ� UHTXHVW� DQG� LQ� DFFRUGDQFH� ZLWK� WKH� DSSOLFDEOH� WHUPV� LQ
VXEVHFWLRQ� D� RU� E�� EHORZ��3URYLGHU� VKDOO� GLVSRVH� RU� GHOHWH� DOO�6WXGHQW�'DWD� REWDLQHG�XQGHU� WKH
6HUYLFH� $JUHHPHQW� ZKHQ� LW� LV� QR� ORQJHU� QHHGHG� IRU� WKH� SXUSRVH� IRU� ZKLFK� LW� ZDV� REWDLQHG�
'LVSRVLWLRQ�VKDOO�LQFOXGH�����WKH�VKUHGGLQJ�RI�DQ\�KDUG�FRSLHV�RI�DQ\�6WXGHQW�'DWD������(UDVLQJ�
RU� ����2WKHUZLVH�PRGLI\LQJ� WKH�SHUVRQDO� LQIRUPDWLRQ� LQ� WKRVH� UHFRUGV� WR�PDNH� LW�XQUHDGDEOH�RU
LQGHFLSKHUDEOH� E\� KXPDQ� RU� GLJLWDO� PHDQV�� 1RWKLQJ� LQ� WKH� 6HUYLFH� $JUHHPHQW� DXWKRUL]HV
3URYLGHU�WR�PDLQWDLQ�6WXGHQW�'DWD�REWDLQHG�XQGHU�WKH�6HUYLFH�$JUHHPHQW�EH\RQG�WKH�WLPH�SHULRG
UHDVRQDEO\� QHHGHG� WR� FRPSOHWH� WKH� GLVSRVLWLRQ�� 3URYLGHU� VKDOO� SURYLGH� ZULWWHQ� QRWLILFDWLRQ� WR
/($�ZKHQ� WKH�6WXGHQW�'DWD�KDV�EHHQ�GLVSRVHG��7KH�GXW\� WR�GLVSRVH�RI�6WXGHQW�'DWD�VKDOO� QRW
H[WHQG�WR�GDWD�WKDW�KDV�EHHQ�GH�LGHQWLILHG�RU�SODFHG�LQ�D�VHSDUDWH�6WXGHQW�DFFRXQW��SXUVXDQW�WR�WKH
RWKHU� WHUPV�RI� WKH�'3$�� 7KH�/($�PD\� HPSOR\� D� ³5HTXHVW� IRU�5HWXUQ� RU�'HOHWLRQ� RI�6WXGHQW
'DWD´� IRUP��D�FRS\�RI�ZKLFK� LV�DWWDFKHG�KHUHWR�DV�([KLELW� ³'´��8SRQ�UHFHLSW�RI�D�UHTXHVW� IURP
WKH� /($�� WKH� 3URYLGHU� ZLOO� LPPHGLDWHO\� SURYLGH� WKH� /($� ZLWK� DQ\� VSHFLILHG� SRUWLRQ� RI� WKH
6WXGHQW�'DWD�ZLWKLQ�WHQ������FDOHQGDU�GD\V�RI�UHFHLSW�RI�VDLG�UHTXHVW�

D� 3DUWLDO�'LVSRVDO�'XULQJ�7HUP�RI�6HUYLFH�$JUHHPHQW��7KURXJKRXW� WKH�7HUP�RI� WKH
6HUYLFH�$JUHHPHQW��/($�PD\�UHTXHVW�SDUWLDO�GLVSRVDO�RI�6WXGHQW�'DWD�REWDLQHG�XQGHU
WKH� 6HUYLFH� $JUHHPHQW� WKDW� LV� QR� ORQJHU� QHHGHG�� 3DUWLDO� GLVSRVDO� RI� GDWD� VKDOO� EH
VXEMHFW�WR�/($¶V�UHTXHVW�WR�WUDQVIHU�GDWD�WR�D�VHSDUDWH�DFFRXQW��SXUVXDQW�WR�$UWLFOH�,,�
VHFWLRQ����DERYH�

E� &RPSOHWH�'LVSRVDO�8SRQ�7HUPLQDWLRQ�RI�6HUYLFH�$JUHHPHQW��8SRQ�7HUPLQDWLRQ�RI
WKH� 6HUYLFH� $JUHHPHQW� 3URYLGHU� VKDOO� GLVSRVH� RU� GHOHWH� DOO� 6WXGHQW� 'DWD� REWDLQHG
XQGHU� WKH�6HUYLFH�$JUHHPHQW��3ULRU� WR� GLVSRVLWLRQ� RI� WKH�GDWD��3URYLGHU� VKDOO� QRWLI\
/($�LQ�ZULWLQJ�RI�LWV�RSWLRQ�WR�WUDQVIHU�GDWD�WR�D�VHSDUDWH�DFFRXQW��SXUVXDQW�WR�$UWLFOH
,,�� VHFWLRQ� ��� DERYH�� ,Q� QR� HYHQW� VKDOO� 3URYLGHU� GLVSRVH� RI� GDWD� SXUVXDQW� WR� WKLV
SURYLVLRQ� XQOHVV� DQG� XQWLO� 3URYLGHU� KDV� UHFHLYHG� DIILUPDWLYH� ZULWWHQ� FRQILUPDWLRQ
IURP�/($�WKDW�GDWD�ZLOO�QRW�EH�WUDQVIHUUHG�WR�D�VHSDUDWH�DFFRXQW�

�� $GYHUWLVLQJ�3URKLELWLRQ��3URYLGHU�LV�SURKLELWHG�IURP�XVLQJ�RU�VHOOLQJ�6WXGHQW�'DWD�WR��D��PDUNHW
RU� DGYHUWLVH� WR� VWXGHQWV� RU� IDPLOLHV�JXDUGLDQV�� �E�� LQIRUP�� LQIOXHQFH�� RU� HQDEOH� PDUNHWLQJ�
DGYHUWLVLQJ��RU�RWKHU�FRPPHUFLDO�HIIRUWV�E\�D�3URYLGHU���F��GHYHORS�D�SURILOH�RI�D�VWXGHQW��IDPLO\
PHPEHU�JXDUGLDQ� RU� JURXS�� IRU� DQ\� FRPPHUFLDO� SXUSRVH� RWKHU� WKDQ� SURYLGLQJ� WKH� 6HUYLFH� WR
/($��RU��G��XVH�WKH�6WXGHQW�'DWD�IRU�WKH�GHYHORSPHQW�RI�FRPPHUFLDO�SURGXFWV�RU�VHUYLFHV��RWKHU
WKDQ�DV�QHFHVVDU\� WR�SURYLGH� WKH�6HUYLFH� WR�/($��7KLV�VHFWLRQ�GRHV�QRW�SURKLELW�3URYLGHU� IURP
XVLQJ�6WXGHQW�'DWD�IRU�DGDSWLYH�OHDUQLQJ�RU�FXVWRPL]HG�VWXGHQW�OHDUQLQJ�SXUSRVHV�

$57,&/(�9��'$7$�3529,6,216�

�� 'DWD�6HFXULW\��7KH�3URYLGHU�DJUHHV�WR�DELGH�E\�DQG�PDLQWDLQ�DGHTXDWH�GDWD�VHFXULW\�PHDVXUHV�
FRQVLVWHQW�ZLWK� LQGXVWU\� VWDQGDUGV� DQG� WHFKQRORJ\� EHVW� SUDFWLFHV�� WR� SURWHFW�6WXGHQW�'DWD� IURP
XQDXWKRUL]HG�GLVFORVXUH�RU�DFTXLVLWLRQ�E\�DQ�XQDXWKRUL]HG�SHUVRQ��7KH�JHQHUDO�VHFXULW\�GXWLHV�RI



��

3URYLGHU�DUH�VHW� IRUWK�EHORZ��3URYLGHU�PD\�IXUWKHU�GHWDLO� LWV�VHFXULW\�SURJUDPV�DQG�PHDVXUHV� LQ�
([KLELW�³)´�KHUHWR��7KHVH�PHDVXUHV�VKDOO�LQFOXGH��EXW�DUH�QRW�OLPLWHG�WR��

D� 3DVVZRUGV�DQG�(PSOR\HH�$FFHVV��3URYLGHU�VKDOO�VHFXUH�XVHUQDPHV��SDVVZRUGV��DQG
DQ\� RWKHU� PHDQV� RI� JDLQLQJ� DFFHVV� WR� WKH� 6HUYLFHV� RU� WR� 6WXGHQW� 'DWD�� DW� D� OHYHO
VXJJHVWHG�E\�WKH�DSSOLFDEOH�VWDQGDUGV��DV�VHW�IRUWK�LQ�$UWLFOH�����RI�1,67����������
3URYLGHU�VKDOO�RQO\�SURYLGH�DFFHVV�WR�6WXGHQW�'DWD�WR�HPSOR\HHV�RU�FRQWUDFWRUV�WKDW
DUH� SHUIRUPLQJ� WKH� 6HUYLFHV�� (PSOR\HHV� ZLWK� DFFHVV� WR� 6WXGHQW� 'DWD� VKDOO� KDYH
VLJQHG�FRQILGHQWLDOLW\�DJUHHPHQWV� UHJDUGLQJ�VDLG�6WXGHQW�'DWD��$OO�HPSOR\HHV�ZLWK
DFFHVV� WR� 6WXGHQW� 5HFRUGV� VKDOO� EH� VXEMHFW� WR� FULPLQDO� EDFNJURXQG� FKHFNV� LQ
FRPSOLDQFH�ZLWK�VWDWH�DQG�ORFDO�RUGLQDQFHV�

E� 'HVWUXFWLRQ� RI� 'DWD�� 3URYLGHU� VKDOO� GHVWUR\� RU� GHOHWH� DOO� 6WXGHQW� 'DWD� REWDLQHG
XQGHU�WKH�6HUYLFH�$JUHHPHQW�ZKHQ�LW�LV�QR�ORQJHU�QHHGHG�IRU�WKH�SXUSRVH�IRU�ZKLFK
LW�ZDV� REWDLQHG�� RU� WUDQVIHU� VDLG� GDWD� WR�/($� RU� /($¶V� GHVLJQHH�� DFFRUGLQJ� WR� WKH
SURFHGXUH� LGHQWLILHG� LQ� $UWLFOH� ,9�� VHFWLRQ� ��� DERYH�� 1RWKLQJ� LQ� WKH� 6HUYLFH
$JUHHPHQW� DXWKRUL]HV� 3URYLGHU� WR� PDLQWDLQ� 6WXGHQW� 'DWD� EH\RQG� WKH� WLPH� SHULRG
UHDVRQDEO\�QHHGHG�WR�FRPSOHWH�WKH�GLVSRVLWLRQ�

F� 6HFXULW\� 3URWRFROV�� %RWK� SDUWLHV� DJUHH� WR� PDLQWDLQ� VHFXULW\� SURWRFROV� WKDW� PHHW
LQGXVWU\�VWDQGDUGV�LQ�WKH�WUDQVIHU�RU�WUDQVPLVVLRQ�RI�DQ\�GDWD��LQFOXGLQJ�HQVXULQJ�WKDW
GDWD�PD\�RQO\�EH�YLHZHG�RU�DFFHVVHG�E\�SDUWLHV� OHJDOO\�DOORZHG� WR�GR�VR��3URYLGHU
VKDOO�PDLQWDLQ�DOO�GDWD�REWDLQHG�RU�JHQHUDWHG�SXUVXDQW�WR�WKH�6HUYLFH�$JUHHPHQW�LQ�D
VHFXUH� GLJLWDO� HQYLURQPHQW� DQG� QRW� FRS\�� UHSURGXFH�� RU� WUDQVPLW� GDWD� REWDLQHG
SXUVXDQW�WR�WKH�6HUYLFH�$JUHHPHQW��H[FHSW�DV�QHFHVVDU\�WR�IXOILOO�WKH�SXUSRVH�RI�GDWD
UHTXHVWV�E\�/($�

G� (PSOR\HH�7UDLQLQJ��7KH�3URYLGHU�VKDOO�SURYLGH�SHULRGLF�VHFXULW\�WUDLQLQJ� WR�WKRVH
RI� LWV�HPSOR\HHV�ZKR�RSHUDWH�RU� KDYH�DFFHVV� WR�WKH� V\VWHP��)XUWKHU��3URYLGHU�VKDOO
SURYLGH� /($�ZLWK� FRQWDFW� LQIRUPDWLRQ� RI� DQ� HPSOR\HH� ZKR� /($�PD\� FRQWDFW� LI
WKHUH�DUH�DQ\�VHFXULW\�FRQFHUQV�RU�TXHVWLRQV�

H� 6HFXULW\�7HFKQRORJ\��:KHQ�WKH�VHUYLFH�LV�DFFHVVHG�XVLQJ�D�VXSSRUWHG�ZHE�EURZVHU�
3URYLGHU�VKDOO�HPSOR\�LQGXVWU\�VWDQGDUG�PHDVXUHV�WR�SURWHFW�GDWD�IURP�XQDXWKRUL]HG
DFFHVV�� 7KH� VHUYLFH� VHFXULW\�PHDVXUHV� VKDOO� LQFOXGH� VHUYHU� DXWKHQWLFDWLRQ� DQG� GDWD
HQFU\SWLRQ�� 3URYLGHU� VKDOO� KRVW� GDWD� SXUVXDQW� WR� WKH� 6HUYLFH� $JUHHPHQW� LQ� DQ
HQYLURQPHQW�XVLQJ�D�ILUHZDOO�WKDW�LV�XSGDWHG�DFFRUGLQJ�WR�LQGXVWU\�VWDQGDUGV�

I� 6HFXULW\�&RRUGLQDWRU�� ,I�GLIIHUHQW� IURP�WKH�GHVLJQDWHG�UHSUHVHQWDWLYH� LGHQWLILHG� LQ
$UWLFOH�9,,�� VHFWLRQ���� 3URYLGHU� VKDOO�SURYLGH� WKH� QDPH�DQG� FRQWDFW� LQIRUPDWLRQ�RI
3URYLGHU¶V� 6HFXULW\� &RRUGLQDWRU� IRU� WKH� 6WXGHQW� 'DWD� UHFHLYHG� SXUVXDQW� WR� WKH
6HUYLFH�$JUHHPHQW�

J� 6XESURFHVVRUV� %RXQG�� 3URYLGHU� VKDOO� HQWHU� LQWR� ZULWWHQ� DJUHHPHQWV� ZKHUHE\
6XESURFHVVRUV�DJUHH�WR�VHFXUH�DQG�SURWHFW�6WXGHQW�'DWD�LQ�D�PDQQHU�FRQVLVWHQW�ZLWK
WKH�WHUPV�RI�WKLV�$UWLFOH�9��3URYLGHU�VKDOO�SHULRGLFDOO\�FRQGXFW�RU�UHYLHZ�FRPSOLDQFH



��

PRQLWRULQJ� DQG� DVVHVVPHQWV� RI� 6XESURFHVVRUV� WR� GHWHUPLQH� WKHLU� FRPSOLDQFH� ZLWK�
WKLV�$UWLFOH���

K� 3HULRGLF� 5LVN� $VVHVVPHQW�� 3URYLGHU� IXUWKHU� DFNQRZOHGJHV� DQG� DJUHHV� WR� FRQGXFW
GLJLWDO� DQG� SK\VLFDO� SHULRGLF� �QR� OHVV� WKDQ� VHPL�DQQXDO�� ULVN� DVVHVVPHQWV� DQG
UHPHGLDWH�DQ\�LGHQWLILHG�VHFXULW\�DQG�SULYDF\�YXOQHUDELOLWLHV�LQ�D�WLPHO\�PDQQHU�

�� 'DWD� %UHDFK�� ,Q� WKH� HYHQW� WKDW� 6WXGHQW� 'DWD� LV� DFFHVVHG� RU� REWDLQHG� E\� DQ� XQDXWKRUL]HG
LQGLYLGXDO�� 3URYLGHU� VKDOO� SURYLGH� QRWLILFDWLRQ� WR�/($�ZLWKLQ� D� UHDVRQDEOH� DPRXQW� RI� WLPH� RI� WKH
LQFLGHQW��DQG�QRW�H[FHHGLQJ�IRUW\�HLJKW������KRXUV��3URYLGHU�VKDOO�IROORZ�WKH�IROORZLQJ�SURFHVV�

D� 7KH� VHFXULW\� EUHDFK� QRWLILFDWLRQ� VKDOO� EH� ZULWWHQ� LQ� SODLQ� ODQJXDJH�� VKDOO� EH� WLWOHG
³1RWLFH� RI�'DWD�%UHDFK�´� DQG� VKDOO�SUHVHQW� WKH� LQIRUPDWLRQ�GHVFULEHG�KHUHLQ�XQGHU
WKH� IROORZLQJ� KHDGLQJV�� ³:KDW� +DSSHQHG�´� ³:KDW� ,QIRUPDWLRQ� :DV� ,QYROYHG�´
³:KDW� :H� $UH� 'RLQJ�´� ³:KDW� <RX� &DQ� 'R�´� DQG� ³)RU� 0RUH� ,QIRUPDWLRQ�´
$GGLWLRQDO�LQIRUPDWLRQ�PD\�EH�SURYLGHG�DV�D�VXSSOHPHQW�WR�WKH�QRWLFH�

E� 7KH� VHFXULW\�EUHDFK� QRWLILFDWLRQ�GHVFULEHG� DERYH� LQ� VHFWLRQ� ��D�� VKDOO� LQFOXGH�� DW� D
PLQLPXP��WKH�IROORZLQJ�LQIRUPDWLRQ�

L� 7KH�QDPH�DQG�FRQWDFW�LQIRUPDWLRQ�RI�WKH�UHSRUWLQJ�/($�VXEMHFW�WR�WKLV�VHFWLRQ�
LL� $�OLVW�RI�WKH�W\SHV�RI�SHUVRQDO�LQIRUPDWLRQ�WKDW�ZHUH�RU�DUH�UHDVRQDEO\�EHOLHYHG�WR

KDYH�EHHQ�WKH�VXEMHFW�RI�D�EUHDFK�
LLL� ,I�WKH�LQIRUPDWLRQ�LV�SRVVLEOH�WR�GHWHUPLQH�DW�WKH�WLPH�WKH�QRWLFH�LV�SURYLGHG��WKHQ

HLWKHU� ���� WKH�GDWH�RI� WKH�EUHDFK�� ���� WKH�HVWLPDWHG�GDWH�RI�WKH�EUHDFK�� RU� ���� WKH
GDWH�UDQJH�ZLWKLQ�ZKLFK�WKH�EUHDFK�RFFXUUHG��7KH� QRWLILFDWLRQ�VKDOO�DOVR� LQFOXGH
WKH�GDWH�RI�WKH�QRWLFH�

LY� :KHWKHU� WKH� QRWLILFDWLRQ� ZDV� GHOD\HG� DV� D� UHVXOW� RI� D� ODZ� HQIRUFHPHQW
LQYHVWLJDWLRQ��LI�WKDW�LQIRUPDWLRQ�LV�SRVVLEOH�WR�GHWHUPLQH�DW�WKH�WLPH�WKH�QRWLFH�LV
SURYLGHG�

Y� $� JHQHUDO� GHVFULSWLRQ� RI� WKH� EUHDFK� LQFLGHQW�� LI� WKDW� LQIRUPDWLRQ� LV� SRVVLEOH� WR
GHWHUPLQH�DW�WKH�WLPH�WKH�QRWLFH�LV�SURYLGHG�

F� $W� /($¶V� GLVFUHWLRQ�� WKH� VHFXULW\�EUHDFK� QRWLILFDWLRQ�PD\� DOVR� LQFOXGH� DQ\� RI� WKH
IROORZLQJ�

L� ,QIRUPDWLRQ� DERXW� ZKDW� WKH� DJHQF\� KDV� GRQH� WR� SURWHFW� LQGLYLGXDOV� ZKRVH
LQIRUPDWLRQ�KDV�EHHQ�EUHDFKHG�

LL� $GYLFH�RQ�VWHSV�WKDW�WKH�SHUVRQ�ZKRVH�LQIRUPDWLRQ�KDV�EHHQ�EUHDFKHG�PD\�WDNH�WR
SURWHFW�KLPVHOI�RU�KHUVHOI�

G� 3URYLGHU�DJUHHV�WR�DGKHUH� WR�DOO�UHTXLUHPHQWV� LQ�DSSOLFDEOH�6WDWH�DQG� LQ�IHGHUDO�ODZ
ZLWK�UHVSHFW�WR�D�GDWD�EUHDFK�UHODWHG�WR�WKH�6WXGHQW�'DWD��LQFOXGLQJ��ZKHQ�DSSURSULDWH
RU� UHTXLUHG�� WKH� UHTXLUHG� UHVSRQVLELOLWLHV� DQG� SURFHGXUHV� IRU� QRWLILFDWLRQ� DQG
PLWLJDWLRQ�RI�DQ\�VXFK�GDWD�EUHDFK�
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H� 3URYLGHU� IXUWKHU�DFNQRZOHGJHV�DQG� DJUHHV� WR� KDYH� D�ZULWWHQ� LQFLGHQW� UHVSRQVH�SODQ
WKDW�UHIOHFWV�EHVW�SUDFWLFHV�DQG� LV�FRQVLVWHQW�ZLWK� LQGXVWU\�VWDQGDUGV�DQG�IHGHUDO�DQG
VWDWH� ODZ� IRU� UHVSRQGLQJ� WR� D� GDWD� EUHDFK�� EUHDFK� RI� VHFXULW\�� SULYDF\� LQFLGHQW� RU
XQDXWKRUL]HG� DFTXLVLWLRQ� RU� XVH� RI� 6WXGHQW� 'DWD� RU� DQ\� SRUWLRQ� WKHUHRI�� LQFOXGLQJ
SHUVRQDOO\�LGHQWLILDEOH�LQIRUPDWLRQ�DQG�DJUHHV�WR�SURYLGH�/($��XSRQ�UHTXHVW��ZLWK�D
FRS\�RI�VDLG�ZULWWHQ�LQFLGHQW�UHVSRQVH�SODQ�

I� 3URYLGHU� LV� SURKLELWHG� IURP� GLUHFWO\� FRQWDFWLQJ� SDUHQW�� OHJDO� JXDUGLDQ� RU� HOLJLEOH
SXSLO� XQOHVV� H[SUHVVO\� UHTXHVWHG� E\� /($�� ,I� /($� UHTXHVWV� 3URYLGHU¶V� DVVLVWDQFH
SURYLGLQJ� QRWLFH� RI� XQDXWKRUL]HG� DFFHVV�� DQG� VXFK� DVVLVWDQFH� LV� QRW� XQGXO\
EXUGHQVRPH�WR�3URYLGHU��3URYLGHU�VKDOO�QRWLI\�WKH�DIIHFWHG�SDUHQW�� OHJDO�JXDUGLDQ�RU
HOLJLEOH�SXSLO�RI�WKH�XQDXWKRUL]HG�DFFHVV��ZKLFK�VKDOO� LQFOXGH�WKH� LQIRUPDWLRQ� OLVWHG
LQ� VXEVHFWLRQV� �E�� DQG� �F��� DERYH�� ,I� UHTXHVWHG� E\� /($�� 3URYLGHU� VKDOO� UHLPEXUVH
/($� IRU� FRVWV� LQFXUUHG� WR� QRWLI\�SDUHQWV�IDPLOLHV� RI� D� EUHDFK� QRW� RULJLQDWLQJ� IURP
/($
V�XVH�RI�WKH�6HUYLFH�

J� ,Q� WKH�HYHQW� RI�D�EUHDFK�RULJLQDWLQJ� IURP�/($¶V�XVH�RI� WKH�6HUYLFH��3URYLGHU�VKDOO
FRRSHUDWH�ZLWK�/($�WR�WKH�H[WHQW�QHFHVVDU\�WR�H[SHGLWLRXVO\�VHFXUH�6WXGHQW�'DWD�

$57,&/(�9,��*(1(5$/�2))(5�2)�35,9$&<�7(506�

3URYLGHU�PD\��E\�VLJQLQJ�WKH�DWWDFKHG�)RUP�RI�*HQHUDO�2IIHU�RI�3ULYDF\�7HUPV��*HQHUDO�2IIHU��DWWDFKHG�
KHUHWR�DV�([KLELW�³(´���EH�ERXQG�E\�WKH�WHUPV�RI�WKLV�'3$�WR�DQ\�RWKHU�/($�ZKR�VLJQV�WKH�DFFHSWDQFH�
RQ�LQ�VDLG�([KLELW��7KH�)RUP�LV�OLPLWHG�E\�WKH�WHUPV�DQG�FRQGLWLRQV�GHVFULEHG�WKHUHLQ���

$57,&/(�9,,��0,6&(//$1(286�

�� 7HUP��7KH�3URYLGHU�VKDOO�EH�ERXQG�E\�WKLV�'3$�IRU�WKH�GXUDWLRQ�RI�WKH�6HUYLFH�$JUHHPHQW�RU�VR
ORQJ�DV�WKH�3URYLGHU�PDLQWDLQV�DQ\�6WXGHQW�'DWD���

�� 7HUPLQDWLRQ�� ,Q� WKH� HYHQW� WKDW� HLWKHU� SDUW\� VHHNV� WR� WHUPLQDWH� WKLV� '3$�� WKH\�PD\� GR� VR� E\
PXWXDO�ZULWWHQ�FRQVHQW�VR�ORQJ�DV�WKH�6HUYLFH�$JUHHPHQW�KDV�ODSVHG�RU�KDV�EHHQ�WHUPLQDWHG��/($
VKDOO� KDYH� WKH� ULJKW� WR� WHUPLQDWH� WKH� '3$� DQG� 6HUYLFH� $JUHHPHQW� LQ� WKH� HYHQW� RI� D� PDWHULDO
EUHDFK�RI�WKH�WHUPV�RI�WKLV�'3$�

�� (IIHFW� RI� 7HUPLQDWLRQ� 6XUYLYDO�� ,I� WKH� 6HUYLFH� $JUHHPHQW� LV� WHUPLQDWHG�� WKH� 3URYLGHU� VKDOO
GHVWUR\�DOO�RI�/($¶V�GDWD�SXUVXDQW�WR�$UWLFOH�9��VHFWLRQ���E���DQG�$UWLFOH�,,��VHFWLRQ����DERYH�

�� 3ULRULW\�RI�$JUHHPHQWV��7KLV�'3$�VKDOO�JRYHUQ�WKH�WUHDWPHQW�RI�VWXGHQW�GDWD�LQ�RUGHU�WR�FRPSO\
ZLWK� SULYDF\� SURWHFWLRQV�� LQFOXGLQJ� WKRVH� IRXQG� LQ� )(53$� DQG� DOO� DSSOLFDEOH� SULYDF\� VWDWXWHV
LGHQWLILHG� LQ� WKLV� '3$�� ,Q� WKH� HYHQW� WKHUH� LV� FRQIOLFW� EHWZHHQ� WKH� '3$� DQG� WKH� 6HUYLFH
$JUHHPHQW�� WKH� '3$� VKDOO� DSSO\� DQG� WDNH� SUHFHGHQFH�� ([FHSW� DV� GHVFULEHG� LQ� WKLV� SDUDJUDSK
KHUHLQ��DOO�RWKHU�SURYLVLRQV�RI�WKH�6HUYLFH�$JUHHPHQW�VKDOO�UHPDLQ�LQ�HIIHFW�

�� 1RWLFH��$OO�QRWLFHV�RU�RWKHU�FRPPXQLFDWLRQ�UHTXLUHG�RU�SHUPLWWHG�WR�EH�JLYHQ�KHUHXQGHU�PXVW�EH
LQ� ZULWLQJ� DQG� JLYHQ� E\� SHUVRQDO� GHOLYHU\�� RU� H�PDLO� WUDQVPLVVLRQ� �LI� FRQWDFW� LQIRUPDWLRQ� LV
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SURYLGHG� IRU� WKH� VSHFLILF� PRGH� RI� GHOLYHU\��� RU� ILUVW�FODVV� PDLO�� SRVWDJH� SUHSDLG�� VHQW� WR� WKH�
GHVLJQDWHG�UHSUHVHQWDWLYHV�EHIRUH��

D� 'HVLJQDWHG�5HSUHVHQWDWLYHV

�7KH�GHVLJQDWHG�UHSUHVHQWDWLYH�IRU�WKH�/($�IRU�WKLV�$JUHHPHQW�LV��

1DPH��BBBBBBBBBBBBBBBBBBBBBBB�
7LWOH��BBBBBBBBBBBBBBBBBBBBBBBB�

&RQWDFW�,QIRUPDWLRQ��
BBBBBBBBBBBBBBBBBBBBBBBBBBBB�
BBBBBBBBBBBBBBBBBBBBBBBBBBBBB�
BBBBBBBBBBBBBBBBBBBBBBBBBBBBB�

7KH�GHVLJQDWHG�UHSUHVHQWDWLYH�IRU�WKH�3URYLGHU�IRU�WKLV�$JUHHPHQW�LV��

1DPH��BBBBBBBBBBBBBBBBBBBBBBB�
7LWOH��BBBBBBBBBBBBBBBBBBBBBBBB�

&RQWDFW�,QIRUPDWLRQ��
BBBBBBBBBBBBBBBBBBBBBBBBBBBB�
BBBBBBBBBBBBBBBBBBBBBBBBBBBBB�
BBBBBBBBBBBBBBBBBBBBBBBBBBBBB�

E� 1RWLILFDWLRQ�RI�$FFHSWDQFH�RI�*HQHUDO�2IIHU�RI�7HUPV��8SRQ�H[HFXWLRQ�RI�([KLELW�(�
*HQHUDO�2IIHU�RI�7HUPV��6XEVFULELQJ�/($�VKDOO�SURYLGH�QRWLFH�RI�VXFK�DFFHSWDQFH�LQ�ZULWLQJ
DQG�JLYHQ�E\�SHUVRQDO�GHOLYHU\��RU�H�PDLO�WUDQVPLVVLRQ��LI�FRQWDFW�LQIRUPDWLRQ� LV�SURYLGHG�IRU
WKH� VSHFLILF� PRGH� RI� GHOLYHU\��� RU� ILUVW�FODVV� PDLO�� SRVWDJH� SUHSDLG�� WR� WKH� GHVLJQDWHG
UHSUHVHQWDWLYH�EHORZ�

7KH�GHVLJQDWHG�UHSUHVHQWDWLYH�IRU�WKH�QRWLFH�RI�DFFHSWDQFH�RI�WKH�*HQHUDO�2IIHU�RI�3ULYDF\�7HUPV�LV��

1DPH��BBBBBBBBBBBBBBBBBBBBBBB�
7LWOH��BBBBBBBBBBBBBBBBBBBBBBBB�

&RQWDFW�,QIRUPDWLRQ��
BBBBBBBBBBBBBBBBBBBBBBBBBBBB�
BBBBBBBBBBBBBBBBBBBBBBBBBBBBB�
BBBBBBBBBBBBBBBBBBBBBBBBBBBBB�

�� (QWLUH� $JUHHPHQW�� 7KLV� '3$� FRQVWLWXWHV� WKH� HQWLUH� DJUHHPHQW� RI� WKH� SDUWLHV� UHODWLQJ� WR� WKH
VXEMHFW�PDWWHU� KHUHRI�DQG�VXSHUVHGHV�DOO�SULRU�FRPPXQLFDWLRQV�� UHSUHVHQWDWLRQV�� RU�DJUHHPHQWV�
RUDO�RU�ZULWWHQ��E\�WKH�SDUWLHV�UHODWLQJ�WKHUHWR��7KLV�'3$�PD\�EH�DPHQGHG�DQG�WKH�REVHUYDQFH�RI
DQ\� SURYLVLRQ� RI� WKLV�'3$�PD\� EH�ZDLYHG� �HLWKHU� JHQHUDOO\� RU� LQ� DQ\� SDUWLFXODU� LQVWDQFH� DQG
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HLWKHU�UHWURDFWLYHO\�RU�SURVSHFWLYHO\��RQO\�ZLWK�WKH�VLJQHG�ZULWWHQ�FRQVHQW�RI�ERWK�SDUWLHV��1HLWKHU�
IDLOXUH�QRU�GHOD\�RQ�WKH�SDUW�RI�DQ\�SDUW\� LQ�H[HUFLVLQJ�DQ\�ULJKW��SRZHU��RU�SULYLOHJH�KHUHXQGHU�
VKDOO�RSHUDWH�DV�D�ZDLYHU�RI�VXFK�ULJKW��QRU�VKDOO�DQ\�VLQJOH�RU�SDUWLDO�H[HUFLVH�RI�DQ\�VXFK�ULJKW��
SRZHU�� RU� SULYLOHJH� SUHFOXGH� DQ\� IXUWKHU� H[HUFLVH� WKHUHRI� RU� WKH� H[HUFLVH� RI� DQ\� RWKHU� ULJKW��
SRZHU��RU�SULYLOHJH��

�� 6HYHUDELOLW\��$Q\�SURYLVLRQ�RI�WKLV�'3$�WKDW� LV�SURKLELWHG�RU�XQHQIRUFHDEOH� LQ�DQ\�MXULVGLFWLRQ
VKDOO��DV�WR�VXFK�MXULVGLFWLRQ��EH� LQHIIHFWLYH�WR�WKH�H[WHQW�RI�VXFK�SURKLELWLRQ�RU�XQHQIRUFHDELOLW\
ZLWKRXW� LQYDOLGDWLQJ� WKH� UHPDLQLQJ� SURYLVLRQV� RI� WKLV� '3$�� DQG� DQ\� VXFK� SURKLELWLRQ� RU
XQHQIRUFHDELOLW\�LQ�DQ\�MXULVGLFWLRQ�VKDOO�QRW�LQYDOLGDWH�RU�UHQGHU�XQHQIRUFHDEOH�VXFK�SURYLVLRQ�LQ
DQ\�RWKHU�MXULVGLFWLRQ��1RWZLWKVWDQGLQJ�WKH�IRUHJRLQJ��LI�VXFK�SURYLVLRQ�FRXOG�EH�PRUH�QDUURZO\
GUDZQ�VR�DV�QRW� WR�EH�SURKLELWHG�RU�XQHQIRUFHDEOH� LQ�VXFK�MXULVGLFWLRQ�ZKLOH��DW� WKH�VDPH�WLPH�
PDLQWDLQLQJ� WKH� LQWHQW� RI� WKH� SDUWLHV�� LW� VKDOO�� DV� WR� VXFK� MXULVGLFWLRQ�� EH� VR� QDUURZO\� GUDZQ
ZLWKRXW� LQYDOLGDWLQJ� WKH� UHPDLQLQJ� SURYLVLRQV� RI� WKLV� '3$� RU� DIIHFWLQJ� WKH� YDOLGLW\� RU
HQIRUFHDELOLW\�RI�VXFK�SURYLVLRQ�LQ�DQ\�RWKHU�MXULVGLFWLRQ�

�� *RYHUQLQJ� /DZ�� 9HQXH� DQG� -XULVGLFWLRQ�� 7+,6� '3$� :,//� %(� *29(51('� %<� $1'
&216758('�,1�$&&25'$1&(�:,7+�7+(�/$:6�2)�7+(�67$7(�,1�:+,&+�7+,6
$*5((0(17� ,6� (;(&87('�� :,7+287� 5(*$5'� 72� &21)/,&76� 2)� /$:
35,1&,3/(6�� ($&+� 3$57<� &216(176� $1'� 68%0,76� 72� 7+(� 62/(� $1'
(;&/86,9(� -85,6',&7,21� 72� 7+(� 67$7(� $1'� )('(5$/� &28576� )25� 7+(
&2817<� ,1� :+,&+� 7+,6� $*5((0(17� ,6� )250('� )25� $1<� ',6387(� $5,6,1*
287� 2)� 25� 5(/$7,1*� 72� 7+,6� 6(59,&(� $*5((0(17� 25� 7+(� 75$16$&7,216
&217(03/$7('�+(5(%<�

�� $XWKRULW\�� 3URYLGHU� UHSUHVHQWV� WKDW� LW� LV� DXWKRUL]HG� WR� ELQG� WR� WKH� WHUPV� RI� WKLV� $JUHHPHQW�
LQFOXGLQJ� FRQILGHQWLDOLW\� DQG� GHVWUXFWLRQ� RI� 6WXGHQW� 'DWD� DQG� DQ\� SRUWLRQ� WKHUHRI� FRQWDLQHG
WKHUHLQ��DOO�UHODWHG�RU�DVVRFLDWHG�LQVWLWXWLRQV��LQGLYLGXDOV��HPSOR\HHV�RU�FRQWUDFWRUV�ZKR�PD\�KDYH
DFFHVV�WR�WKH�6WXGHQW�'DWD�DQG�RU�DQ\�SRUWLRQ�WKHUHRI��RU�PD\�RZQ��OHDVH�RU�FRQWURO�HTXLSPHQW�RU
IDFLOLWLHV�RI�DQ\�NLQG�ZKHUH� WKH�6WXGHQW�'DWD�DQG�SRUWLRQ�WKHUHRI�VWRUHG��PDLQWDLQHG�RU�XVHG� LQ
DQ\� ZD\�� 3URYLGHU� DJUHHV� WKDW� DQ\� SXUFKDVHU� RI� WKH� 3URYLGHU� VKDOO� DOVR� EH� ERXQG� WR� WKH
$JUHHPHQW�

���:DLYHU��1R�GHOD\�RU�RPLVVLRQ�RI�WKH�/($�WR�H[HUFLVH�DQ\�ULJKW�KHUHXQGHU�VKDOO�EH�FRQVWUXHG�DV�D
ZDLYHU�RI�DQ\�VXFK�ULJKW�DQG�WKH�/($�UHVHUYHV�WKH�ULJKW�WR�H[HUFLVH�DQ\�VXFK�ULJKW�IURP�WLPH�WR
WLPH��DV�RIWHQ�DV�PD\�EH�GHHPHG�H[SHGLHQW�

��� 6XFFHVVRUV�%RXQG��7KLV�'3$�LV�DQG�VKDOO�EH�ELQGLQJ�XSRQ�WKH�UHVSHFWLYH�VXFFHVVRUV�LQ�LQWHUHVW
WR�3URYLGHU�LQ�WKH�HYHQW�RI�D�PHUJHU��DFTXLVLWLRQ��FRQVROLGDWLRQ�RU�RWKHU�EXVLQHVV�UHRUJDQL]DWLRQ
RU�VDOH�RI�DOO�RU�VXEVWDQWLDOO\�DOO�RI�WKH�DVVHWV�RI�VXFK�EXVLQHVV�
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Keyboarding Without Tears (KWT) is a grade-appropriate online 
keyboarding curriculum that makes keyboarding easy to teach and easy to 
learn.
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&DWHJRU\�RI�
'DWD� (OHPHQWV�

&KHFN�LI�XVHG�
E\�\RXU�
V\VWHP�

$SSOLFDWLRQ�
7HFKQRORJ\�
0HWD�'DWD�

,3�$GGUHVVHV�
RI�XVHUV��8VH�
RI�FRRNLHV�HWF��

2WKHU�
DSSOLFDWLRQ�
WHFKQRORJ\�
PHWD�GDWD�

3OHDVH�VSHFLI\��

$SSOLFDWLRQ�
8VH�6WDWLVWLFV�

0HWD�GDWD�RQ�
XVHU�

LQWHUDFWLRQ�
ZLWK�

DSSOLFDWLRQ�

$VVHVVPHQW�

6WDQGDUGL]HG�
WHVW�VFRUHV�
2EVHUYDWLRQ�

GDWD�
2WKHU�

DVVHVVPHQW�
GDWD�3OHDVH�
VSHFLI\��

$WWHQGDQFH�

6WXGHQW�VFKRRO�
�GDLO\��

DWWHQGDQFH�
GDWD�

6WXGHQW�FODVV�
DWWHQGDQFH�

GDWD�

&RPPXQLFDWLRQV�

2QOLQH�
FRPPXQLFDWLRQV�

WKDW�DUH�
FDSWXUHG�

�HPDLOV��EORJ�
HQWULHV��

&RQGXFW�
&RQGXFW�RU�
EHKDYLRUDO�

GDWD�

'HPRJUDSKLFV�

'DWH�RI�%LUWK�
3ODFH�RI�%LUWK�

*HQGHU�
(WKQLFLW\�RU�

UDFH�
/DQJXDJH�
LQIRUPDWLRQ�
�QDWLYH��

SUHIHUUHG�RU�
SULPDU\�
ODQJXDJH�
VSRNHQ�E\�
VWXGHQW��
2WKHU�

GHPRJUDSKLF�
LQIRUPDWLRQ�
3OHDVH�VSHFLI\��

(QUROOPHQW�

6WXGHQW�VFKRRO�
HQUROOPHQW�

6WXGHQW�JUDGH�
OHYHO�

+RPHURRP�
*XLGDQFH�
FRXQVHORU�
6SHFLILF�
FXUULFXOXP�
SURJUDPV�
<HDU�RI�

JUDGXDWLRQ�
2WKHU�

HQUROOPHQW�
LQIRUPDWLRQ�
3OHDVH�VSHFLI\��

3DUHQW�*XDUGLDQ
&RQWDFW�
,QIRUPDWLRQ�

$GGUHVV�
(PDLO�
3KRQH�

x

x
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3DUHQW�
*XDUGLDQ�,'

3DUHQW�,'�
QXPEHU�

�FUHDWHG�WR�
OLQN�SDUHQWV�WR�
VWXGHQWV��

3DUHQW���
*XDUGLDQ�1DPH

)LUVW�DQG�RU�
/DVW�

6FKHGXOH�

6WXGHQW�
VFKHGXOHG�
FRXUVHV�
7HDFKHU�
QDPHV�

6SHFLDO�
,QGLFDWRU�

(QJOLVK�
ODQJXDJH�
OHDUQHU�

LQIRUPDWLRQ�
/RZ�LQFRPH�

VWDWXV�
0HGLFDO�DOHUWV�
�KHDOWK�GDWD�
6WXGHQW�
GLVDELOLW\�
LQIRUPDWLRQ�
6SHFLDOL]HG�
HGXFDWLRQ�

VHUYLFHV��,(3�
RU������
/LYLQJ�
VLWXDWLRQV�
�KRPHOHVV�
IRVWHU�FDUH��
2WKHU�

LQGLFDWRU�
LQIRUPDWLRQ�
3OHDVH�VSHFLI\��

6WXGHQW�
&RQWDFW�
,QIRUPDWLRQ�

$GGUHVV�
(PDLO�
3KRQH�

6WXGHQW�
,GHQWLILHUV�

/RFDO��6FKRRO�
GLVWULFW��,'�

QXPEHU�
6WDWH�,'�
QXPEHU�

3URYLGHU�$SS�
DVVLJQHG�
VWXGHQW�,'�
QXPEHU�

6WXGHQW�DSS�
XVHUQDPH�
6WXGHQW�DSS�
SDVVZRUGV�

6WXGHQW�1DPH� )LUVW�DQG�RU�
/DVW�

6WXGHQW�,Q�
$SS�
3HUIRUPDQFH�

3URJUDP�DSSOL��
FDWLRQ�

SHUIRUPDQFH�
�W\SLQJ�

SURJUDP�VWXGHQW�
W\SHV����ZSP��

UHDGLQJ�
SURJUDP�VWXGHQW�
UHDGV�EHORZ�
JUDGH�OHYHO��

6WXGHQW�
3URJUDP�
0HPEHUVKLS�

$FDGHPLF�RU�
H[WUDFXUULFXODU�
DFWLYLWLHV�D�
VWXGHQW�PD\�
EHORQJ�WR�RU�
SDUWLFLSDWH�LQ�

6WXGHQW�
6XUYH\�
5HVSRQVHV�

6WXGHQW�
UHVSRQVHV�WR�
VXUYH\V�RU�

TXHVWLRQQDLUHV�

6WXGHQW�ZRUN�

6WXGHQW�
JHQHUDWHG�
FRQWHQW��
ZULWLQJ��

SLFWXUHV�HWF��
2WKHU�VWXGHQW�

x

x
x

x

x

x
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ZRUN�GDWD��
3OHDVH�VSHFLI\��

7UDQVFULSW�

6WXGHQW�FRXUVH�
JUDGHV�

6WXGHQW�FRXUVH�
GDWD�

6WXGHQW�FRXUVH�
JUDGHV�SHUIRU��
PDQFH�VFRUHV�

2WKHU�
WUDQVFULSW�GDWD�

�3OHDVH
VSHFLI\�

7UDQVSRUWDWLRQ�

6WXGHQW�EXV�
DVVLJQPHQW�
6WXGHQW�SLFN�
XS�DQG�RU�GURS�
RII�ORFDWLRQ�
6WXGHQW�EXV�
FDUG�,'�
QXPEHU�

2WKHU�
WUDQVSRUWDWLRQ�
GDWD��3OHDVH�
VSHFLI\��

2WKHU�

3OHDVH�OLVW�
HDFK�

DGGLWLRQDO�GDWD�
HOHPHQW�XVHG��
VWRUHG�RU�

FROOHFWHG�E\�
\RXU�

DSSOLFDWLRQ�

1R�6WXGHQW�'DWD�&ROOHFWHG�DW�WKLV�WLPH�BBBBBBB��
3URYLGHU�VKDOO�LPPHGLDWHO\�QRWLI\�/($�LI�WKLV
GHVLJQDWLRQ�LV�QR�ORQJHU�DSSOLFDEOH�

27+(5��8VH�WKLV�ER[��LI�PRUH�VSDFH�QHHGHG�
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'(),1,7,216�

$%�������%XFKDQDQ��7KH�VWDWXWRU\�GHVLJQDWLRQ�IRU�ZKDW�LV�QRZ�&DOLIRUQLD�(GXFDWLRQ�&RGH������������
UHODWLQJ�WR�SXSLO�UHFRUGV��

'H�,GHQWLILDEOH� ,QIRUPDWLRQ� �',,��� 'H�,GHQWLILFDWLRQ� UHIHUV� WR� WKH� SURFHVV� E\� ZKLFK� WKH�
3URYLGHU�UHPRYHV�RU� REVFXUHV� DQ\�3HUVRQDOO\� ,GHQWLILDEOH� ,QIRUPDWLRQ� �³3,,´�� IURP�VWXGHQW� UHFRUGV� LQ�
D�ZD\� WKDW�UHPRYHV�RU�PLQLPL]HV�WKH�ULVN�RI�GLVFORVXUH�RI�WKH�LGHQWLW\�RI�WKH�LQGLYLGXDO�DQG�LQIRUPDWLRQ�
DERXW�WKHP��

(GXFDWLRQDO� 5HFRUGV�� (GXFDWLRQDO� 5HFRUGV� DUH� RIILFLDO� UHFRUGV�� ILOHV� DQG� GDWD� GLUHFWO\� UHODWHG� WR�
D� VWXGHQW� DQG� PDLQWDLQHG� E\� WKH� VFKRRO� RU� ORFDO� HGXFDWLRQ� DJHQF\�� LQFOXGLQJ� EXW� QRW� OLPLWHG� WR��
UHFRUGV� HQFRPSDVVLQJ� DOO� WKH� PDWHULDO� NHSW� LQ� WKH� VWXGHQW¶V� FXPXODWLYH� IROGHU�� VXFK� DV� JHQHUDO�
LGHQWLI\LQJ� GDWD�� UHFRUGV� RI� DWWHQGDQFH� DQG� RI� DFDGHPLF� ZRUN� FRPSOHWHG�� UHFRUGV� RI�
DFKLHYHPHQW�� DQG� UHVXOWV� RI� HYDOXDWLYH� WHVWV�� KHDOWK� GDWD�� GLVFLSOLQDU\� VWDWXV�� WHVW� SURWRFROV� DQG�
LQGLYLGXDOL]HG� HGXFDWLRQ� SURJUDPV��)RU�SXUSRVHV�RI� WKLV�'3$��(GXFDWLRQDO�5HFRUGV�DUH� UHIHUUHG� WR�DV�
6WXGHQW�'DWD���

1,67�� 'UDIW� 1DWLRQDO� ,QVWLWXWH� RI� 6WDQGDUGV� DQG� 7HFKQRORJ\� �³1,67´�� 6SHFLDO� 3XEOLFDWLRQ� 'LJLWDO�
$XWKHQWLFDWLRQ�*XLGHOLQH��

2SHUDWRU�� 7KH� WHUP� ³2SHUDWRU´� PHDQV� WKH� RSHUDWRU� RI� DQ� ,QWHUQHW� :HEVLWH�� RQOLQH� VHUYLFH��
RQOLQH�DSSOLFDWLRQ�� RU� PRELOH� DSSOLFDWLRQ� ZLWK� DFWXDO� NQRZOHGJH� WKDW� WKH� VLWH�� VHUYLFH�� RU� DSSOLFDWLRQ�
LV� XVHG� SULPDULO\� IRU� .±��� VFKRRO� SXUSRVHV� DQG� ZDV� GHVLJQHG� DQG� PDUNHWHG� IRU� .±��� VFKRRO�
SXUSRVHV�� )RU� WKH�SXUSRVH� RI� WKH� 6HUYLFH� $JUHHPHQW�� WKH� WHUP� ³2SHUDWRU´� LV� UHSODFHG� E\� WKH� WHUP�
³3URYLGHU�´�7KLV� WHUP�VKDOO�HQFRPSDVV�WKH�WHUP�³7KLUG�3DUW\�´�DV�LW�LV�IRXQG�LQ�DSSOLFDEOH�VWDWH�VWDWXWHV��

3HUVRQDOO\� ,GHQWLILDEOH� ,QIRUPDWLRQ� �3,,��� 7KH� WHUPV� ³3HUVRQDOO\� ,GHQWLILDEOH� ,QIRUPDWLRQ´� RU�
³3,,´�VKDOO� LQFOXGH��EXW�DUH�QRW� OLPLWHG� WR�� VWXGHQW�GDWD��PHWDGDWD��DQG�XVHU�RU�SXSLO�JHQHUDWHG�FRQWHQW�
REWDLQHG� E\� UHDVRQ� RI� WKH� XVH� RI� 3URYLGHU¶V� VRIWZDUH�� ZHEVLWH�� VHUYLFH�� RU� DSS�� LQFOXGLQJ� PRELOH�
DSSV�� ZKHWKHU� JDWKHUHG� E\� 3URYLGHU� RU� SURYLGHG� E\� /($� RU� LWV� XVHUV�� VWXGHQWV�� RU� VWXGHQWV¶�
SDUHQWV�JXDUGLDQV�� 3,,� LQFOXGHV� ,QGLUHFW� ,GHQWLILHUV�� ZKLFK� LV� DQ\� LQIRUPDWLRQ� WKDW�� HLWKHU� DORQH� RU� LQ�
DJJUHJDWH��ZRXOG� DOORZ�D�UHDVRQDEOH�SHUVRQ� WR� EH� DEOH� WR� LGHQWLI\� D� VWXGHQW� WR� D� UHDVRQDEOH� FHUWDLQW\��
)RU� SXUSRVHV� RI� WKLV� '3$�� 3HUVRQDOO\� ,GHQWLILDEOH� ,QIRUPDWLRQ� VKDOO� LQFOXGH� WKH� FDWHJRULHV� RI�
LQIRUPDWLRQ�OLVWHG�LQ�WKH�GHILQLWLRQ�RI�6WXGHQW�'DWD��

3URYLGHU�� )RU� SXUSRVHV� RI� WKH� 6HUYLFH� $JUHHPHQW�� WKH� WHUP� ³3URYLGHU´� PHDQV� SURYLGHU� RI�
GLJLWDO� HGXFDWLRQDO� VRIWZDUH� RU� VHUYLFHV�� LQFOXGLQJ� FORXG�EDVHG� VHUYLFHV�� IRU� WKH� GLJLWDO� VWRUDJH��
PDQDJHPHQW�� DQG� UHWULHYDO� RI� SXSLO� UHFRUGV��:LWKLQ� WKH� '3$� WKH� WHUP� ³3URYLGHU´� LQFOXGHV� WKH� WHUP�
³7KLUG�3DUW\´�DQG�WKH�WHUP�³2SHUDWRU´�DV�XVHG�LQ�DSSOLFDEOH�VWDWH�VWDWXWHV��

3XSLO�*HQHUDWHG�&RQWHQW��7KH�WHUP�³SXSLO�JHQHUDWHG�FRQWHQW´�PHDQV�PDWHULDOV�RU�FRQWHQW�FUHDWHG�E\�D�
SXSLO� GXULQJ� DQG� IRU� WKH� SXUSRVH� RI� HGXFDWLRQ� LQFOXGLQJ�� EXW� QRW� OLPLWHG� WR�� HVVD\V�� UHVHDUFK�
UHSRUWV�� SRUWIROLRV�� FUHDWLYH� ZULWLQJ�� PXVLF� RU� RWKHU� DXGLR� ILOHV�� SKRWRJUDSKV�� YLGHRV�� DQG� DFFRXQW�
LQIRUPDWLRQ�WKDW�HQDEOHV�RQJRLQJ�RZQHUVKLS�RI�SXSLO�FRQWHQW��
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3XSLO�5HFRUGV��0HDQV�ERWK�RI�WKH�IROORZLQJ������$Q\�LQIRUPDWLRQ�WKDW�GLUHFWO\�UHODWHV�WR�D�SXSLO�WKDW�LV�
PDLQWDLQHG� E\� /($� DQG� ���� DQ\� LQIRUPDWLRQ� DFTXLUHG� GLUHFWO\� IURP� WKH� SXSLO� WKURXJK� WKH� XVH� RI�
LQVWUXFWLRQDO�VRIWZDUH�RU�DSSOLFDWLRQV�DVVLJQHG�WR�WKH�SXSLO�E\�D�WHDFKHU�RU�RWKHU�/($�HPSOR\HH��)RU�WKH�
SXUSRVHV�RI�WKLV�$JUHHPHQW��3XSLO�5HFRUGV�VKDOO�EH�WKH�VDPH�DV�(GXFDWLRQDO�5HFRUGV��6WXGHQW�3HUVRQDO�
,QIRUPDWLRQ� DQG�&RYHUHG� ,QIRUPDWLRQ�� DOO� RI�ZKLFK� DUH�GHHPHG�6WXGHQW�'DWD� IRU� WKH�SXUSRVHV� RI� WKLV�
$JUHHPHQW���

6HUYLFH� $JUHHPHQW�� 5HIHUV� WR� WKH� &RQWUDFW� RU� 3XUFKDVH�2UGHU� WR�ZKLFK� WKLV� '3$� VXSSOHPHQWV� DQG�
PRGLILHV��

6FKRRO� 2IILFLDO�� )RU� WKH� SXUSRVHV� RI� WKLV� $JUHHPHQW� DQG� SXUVXDQW� WR� ��� &)5� ������ �%��� D� 6FKRRO�
2IILFLDO� LV� D� FRQWUDFWRU� WKDW�� ����3HUIRUPV� DQ� LQVWLWXWLRQDO� VHUYLFH� RU� IXQFWLRQ� IRU�ZKLFK� WKH� DJHQF\� RU�
LQVWLWXWLRQ�ZRXOG�RWKHUZLVH�XVH� HPSOR\HHV�� ���� ,V�XQGHU� WKH�GLUHFW�FRQWURO� RI� WKH� DJHQF\�RU� LQVWLWXWLRQ�
ZLWK� UHVSHFW� WR� WKH�XVH� DQG�PDLQWHQDQFH� RI� HGXFDWLRQ� UHFRUGV�� DQG� ���� ,V� VXEMHFW� WR� ���&)5�������D��
JRYHUQLQJ�WKH�XVH�DQG�UH�GLVFORVXUH�RI�SHUVRQDOO\�LGHQWLILDEOH�LQIRUPDWLRQ�IURP�VWXGHQW�UHFRUGV���

623,3$��2QFH�SDVVHG�� WKH� UHTXLUHPHQWV� RI�623,3$�ZHUH� DGGHG� WR�&KDSWHU� ����� �FRPPHQFLQJ�ZLWK�
6HFWLRQ��������WR�'LYLVLRQ���RI�WKH�%XVLQHVV�DQG�3URIHVVLRQV�&RGH�UHODWLQJ�WR�SULYDF\��

6WXGHQW�'DWD��6WXGHQW�'DWD�LQFOXGHV�DQ\�GDWD��ZKHWKHU�JDWKHUHG�E\�3URYLGHU�RU�SURYLGHG�E\�/($�RU�LWV�
XVHUV��VWXGHQWV��RU�VWXGHQWV¶�SDUHQWV�JXDUGLDQV��WKDW�LV�GHVFULSWLYH�RI�WKH�VWXGHQW�LQFOXGLQJ��EXW�QRW�OLPLWHG�
WR��LQIRUPDWLRQ�LQ�WKH�VWXGHQW¶V�HGXFDWLRQDO�UHFRUG�RU�HPDLO��ILUVW�DQG�ODVW�QDPH��KRPH�DGGUHVV��WHOHSKRQH�
QXPEHU�� HPDLO� DGGUHVV�� RU� RWKHU� LQIRUPDWLRQ� DOORZLQJ� RQOLQH� FRQWDFW�� GLVFLSOLQH� UHFRUGV�� YLGHRV�� WHVW�
UHVXOWV�� VSHFLDO� HGXFDWLRQ� GDWD�� MXYHQLOH� GHSHQGHQF\� UHFRUGV�� JUDGHV�� HYDOXDWLRQV�� FULPLQDO� UHFRUGV��
PHGLFDO� UHFRUGV�� KHDOWK� UHFRUGV�� VRFLDO� VHFXULW\� QXPEHUV�� ELRPHWULF� LQIRUPDWLRQ�� GLVDELOLWLHV��
VRFLRHFRQRPLF� LQIRUPDWLRQ�� IRRG�SXUFKDVHV�� SROLWLFDO� DIILOLDWLRQV�� UHOLJLRXV� LQIRUPDWLRQ� WH[W�PHVVDJHV��
GRFXPHQWV�� VWXGHQW� LGHQWLILHV�� VHDUFK� DFWLYLW\�� SKRWRV�� YRLFH� UHFRUGLQJV� RU� JHRORFDWLRQ� LQIRUPDWLRQ��
6WXGHQW�'DWD�VKDOO�FRQVWLWXWH�3XSLO�5HFRUGV�IRU�WKH�SXUSRVHV�RI�WKLV�$JUHHPHQW��DQG�IRU�WKH�SXUSRVHV�RI�
&DOLIRUQLD�DQG�IHGHUDO�ODZV�DQG�UHJXODWLRQV��6WXGHQW�'DWD�DV�VSHFLILHG�LQ�([KLELW�³%´�LV�FRQILUPHG�WR�EH�
FROOHFWHG�RU�SURFHVVHG�E\� WKH�3URYLGHU�SXUVXDQW� WR� WKH�6HUYLFHV��6WXGHQW�'DWD�VKDOO� QRW�FRQVWLWXWH� WKDW�
LQIRUPDWLRQ�WKDW�KDV�EHHQ�DQRQ\PL]HG�RU�GH�LGHQWLILHG��RU�DQRQ\PRXV�XVDJH�GDWD�UHJDUGLQJ�D�VWXGHQW¶V�
XVH�RI�3URYLGHU¶V�VHUYLFHV��

6'3&� �7KH� 6WXGHQW� 'DWD� 3ULYDF\� &RQVRUWLXP��� 5HIHUV� WR� WKH� QDWLRQDO� FROODERUDWLYH� RI� VFKRROV��
GLVWULFWV�� UHJLRQDO�� WHUULWRULHV� DQG� VWDWH� DJHQFLHV�� SROLF\� PDNHUV�� WUDGH� RUJDQL]DWLRQV� DQG� PDUNHWSODFH�
SURYLGHUV� DGGUHVVLQJ� UHDO�ZRUOG�� DGDSWDEOH�� DQG� LPSOHPHQWDEOH� VROXWLRQV� WR� JURZLQJ� GDWD� SULYDF\�
FRQFHUQV��



���

6XEVFULELQJ�/($��$Q�/($�WKDW�ZDV�QRW�SDUW\�WR�WKH�RULJLQDO�6HUYLFHV�$JUHHPHQW�DQG�ZKR�DFFHSWV�WKH�
3URYLGHU¶V�*HQHUDO�2IIHU�RI�3ULYDF\�7HUPV��

6XESURFHVVRU��)RU�WKH�SXUSRVHV�RI�WKLV�$JUHHPHQW��WKH�WHUP�³6XESURFHVVRU´��VRPHWLPHV�UHIHUUHG�WR�DV�
WKH�³6XEFRQWUDFWRU´��PHDQV�D�SDUW\�RWKHU�WKDQ�/($�RU�3URYLGHU��ZKR�3URYLGHU�XVHV�IRU�GDWD�FROOHFWLRQ��
DQDO\WLFV��VWRUDJH��RU�RWKHU�VHUYLFH�WR�RSHUDWH�DQG�RU�LPSURYH�LWV�VRIWZDUH��DQG�ZKR�KDV�DFFHVV�WR�3,,���

7DUJHWHG�$GYHUWLVLQJ��7DUJHWHG�DGYHUWLVLQJ�PHDQV�SUHVHQWLQJ�DQ�DGYHUWLVHPHQW�WR�D�VWXGHQW�ZKHUH�WKH�
VHOHFWLRQ� RI� WKH� DGYHUWLVHPHQW� LV� EDVHG� RQ� VWXGHQW� LQIRUPDWLRQ�� VWXGHQW� UHFRUGV� RU� VWXGHQW� JHQHUDWHG�
FRQWHQW� RU� LQIHUUHG� RYHU� WLPH� IURP� WKH� XVDJH� RI� WKH� 3URYLGHU¶V� ZHEVLWH�� RQOLQH� VHUYLFH� RU� PRELOH�
DSSOLFDWLRQ�E\�VXFK�VWXGHQW�RU�WKH�UHWHQWLRQ�RI�VXFK�VWXGHQW¶V�RQOLQH�DFWLYLWLHV�RU�UHTXHVWV�RYHU�WLPH��

7KLUG� 3DUW\�� 7KH� WHUP� ³7KLUG� 3DUW\´� PHDQV� D� SURYLGHU� RI� GLJLWDO� HGXFDWLRQDO� VRIWZDUH� RU� VHUYLFHV��
LQFOXGLQJ� FORXG�EDVHG� VHUYLFHV�� IRU� WKH� GLJLWDO� VWRUDJH�� PDQDJHPHQW�� DQG� UHWULHYDO� RI� SXSLO� UHFRUGV��
+RZHYHU��IRU�WKH�SXUSRVH�RI�WKLV�$JUHHPHQW��WKH�WHUP�³7KLUG�3DUW\´�ZKHQ�XVHG�WR�LQGLFDWH�WKH�SURYLGHU�
RI�GLJLWDO�HGXFDWLRQDO�VRIWZDUH�RU�VHUYLFHV�LV�UHSODFHG�E\�WKH�WHUP�³3URYLGHU�´�
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GLUHFWV� WR�
GLVSRVH� RI� GDWD� REWDLQHG�E\� 3URYLGHU� SXUVXDQW� WR� WKH� WHUPV� RI� WKH� 6HUYLFH� $JUHHPHQW�

EHWZHHQ� /($� DQG�3URYLGHU�� 7KH� WHUPV� RI� WKH�'LVSRVLWLRQ�DUH�VHW�IRUWK�EHORZ��

([WHQW�RI�'LVSRVLWLRQ�

'LVSRVLWLRQ�VKDOO�EH��

BBBB�3DUWLDO��7KH�FDWHJRULHV�RI�GDWD�WR�EH�GLVSRVHG�RI�DUH�DV�
IROORZV��

BBBB�&RPSOHWH��'LVSRVLWLRQ�H[WHQGV�WR�DOO�FDWHJRULHV�RI�GDWD��

1DWXUH�RI�'LVSRVLWLRQ�

'LVSRVLWLRQ�VKDOO�EH�E\��

BBBB�'HVWUXFWLRQ�RU�GHOHWLRQ�RI�GDWD��

BBBB�7UDQVIHU�RI�GDWD��7KH�GDWD�VKDOO�EH�WUDQVIHUUHG�DV�VHW�IRUWK�
LQ�DQ�DWWDFKPHQW�WR�WKLV�'LUHFWLYH��)ROORZLQJ�FRQILUPDWLRQ�IURP�
/($�WKDW�GDWD�ZDV�VXFFHVVIXOO\�WUDQVIHUUHG��3URYLGHU�VKDOO�
GHVWUR\�RU�GHOHWH�DOO�DSSOLFDEOH�GDWD���

7LPLQJ�RI�'LVSRVLWLRQ�

'DWD�VKDOO�EH�GLVSRVHG�RI�E\�WKH�
IROORZLQJ�GDWH��

BBBB�$V�VRRQ�DV�FRPPHUFLDOO\�SUDFWLFDEOH�

BBBBB%\��,QVHUW�'DWH��BBBBBBBBBBBBB�

BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB� BBBBBBB�
$XWKRUL]HG�5HSUHVHQWDWLYH�RI�/($� � 'DWH�

BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB� BBBBBBB�
9HULILFDWLRQ�RI�'LVSRVLWLRQ�RI�'DWD�� � 'DWH�
E\�$XWKRUL]HG�5HSUHVHQWDWLYH�RI�3URYLGHU� �

x

x

x
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'DWH�����BBBBBBBBBBBBBBBBBBBBBBBBBBBB����������

7LWOH�3RVLWLRQ�BBBBBBBBBBBBBBBBBBBBBBB

%<��BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB�

3ULQWHG�1DPH��BBBBBBBBBBBBBBBBBBBBBBBB�

�� 6XEVFULELQJ�/($

$�6XEVFULELQJ�/($��E\�VLJQLQJ�D�VHSDUDWH�6HUYLFH�$JUHHPHQW�ZLWK�3URYLGHU��DQG�E\�LWV�VLJQDWXUH�EHORZ��
DFFHSWV�WKH�*HQHUDO�2IIHU�RI�3ULYDF\�7HUPV��7KH�6XEVFULELQJ�/($�DQG�WKH�3URYLGHU�VKDOO�WKHUHIRUH�EH�
ERXQG�E\�WKH�VDPH�WHUPV�RI�WKLV�'3$��

%<��BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB��

3ULQWHG�1DPH�BBBBBBBBBBBBBBBBBBBBBBBBB�

'DWH����BBBBBBBBBBBBBBBBBBBBBBBBBBBBB�

7LWOH�3RVLWLRQ�BBBBBBBBBBBBBBBBBBBBBBBB�

72� $&&(37� 7+(� *(1(5$/� 2))(5�� 7+(� 68%6&5,%,1*� /($� 0867� '(/,9(5� 7+,6�
6,*1('�(;+,%,7�72�7+(�3(5621�$1'�(0$,/�$''5(66�/,67('�%(/2:�

1DPH�BBBBBBBBBBBBBBBBBBBBBBBBBBBBB�

7LWOH�BBBBBBBBBBBBBBBBBBBBBBBBBBBBBB�

(PDLO�$GGUHVV��BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB�
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�� 2IIHU�RI�7HUPV
3URYLGHU� RIIHUV� WKH� VDPH� SULYDF\� SURWHFWLRQV� IRXQG� LQ� WKLV�'3$� EHWZHHQ� LW� DQG
DQG�ZKLFK� LV� GDWHG� � � � � � � � � � � � � � � � � � � � � � WR� DQ\� RWKHU� /($� �³6XEVFULELQJ� /($´�� ZKR� DFFHSWV� WKLV
*HQHUDO� 2IIHU�WKRXJK� LWV� VLJQDWXUH�EHORZ��7KLV�*HQHUDO�2IIHU� VKDOO� H[WHQG� RQO\� WR�SULYDF\�SURWHFWLRQV
DQG� 3URYLGHU¶V� VLJQDWXUH� VKDOO� QRW� QHFHVVDULO\� ELQG� 3URYLGHU� WR� RWKHU� WHUPV�� VXFK� DV� SULFH�� WHUP�� RU
VFKHGXOH� RI�VHUYLFHV��RU� WR�DQ\� RWKHU�SURYLVLRQ� QRW�DGGUHVVHG�LQ� WKLV�'3$��7KH�3URYLGHU�DQG�WKH� RWKHU
/($�PD\� DOVR�DJUHH�WR�FKDQJH� WKH� GDWD� SURYLGHG� E\� /($� WR� WKH� 3URYLGHU� LQ� ([KLELW� �%�� WR� VXLW� WKH
XQLTXH� QHHGV� RI� WKH� /($�� 7KH� 3URYLGHU� PD\� ZLWKGUDZ� WKH� *HQHUDO� 2IIHU� LQ� WKH� HYHQW� RI�� ���� D
PDWHULDO�FKDQJH� LQ� WKH�DSSOLFDEOH�SULYDF\� VWDWXWHV�� ���� D� PDWHULDO� FKDQJH� LQ� WKH� VHUYLFHV� DQG
SURGXFWV�VXEMHFW� OLVWHG� LQ� WKH� 2ULJLQDWLQJ� 6HUYLFH� $JUHHPHQW�� RU� WKUHH� ���� \HDUV� DIWHU� WKH� GDWH� RI
3URYLGHU¶V�VLJQDWXUH� WR� WKLV�)RUP��3URYLGHU� VKDOO� QRWLI\� &(73$� LQ� WKH� HYHQW� RI� DQ\� ZLWKGUDZDO
VR� WKDW� WKLV�LQIRUPDWLRQ� PD\� EH� WUDQVPLWWHG� WR� WKH�$OOLDQFH¶V�XVHUV�
3URYLGHU�

6XEVFULELQJ�/($�

Terry Nealon CEO

Rajeev Sreetharan
In-House Counsel

privacy@lwtears.com
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Data Transmission: Communication between a client application and our 
backend servers is via a secure, private API requiring the use of a 
proprietary, dynamic security token for all web service calls. 
 
API Calls: All web service calls are made over HTTPS using TLS 
cryptographic protocol. This ensures integrity of the data being 
transmitted; using unique session keys to encrypt/decrypt the data over 
the wire. Each web service call is also stateless, meaning authorization 
must be made by each subsequent service call, due to not storing any 
relevant ‘state’ information on the servers to link web service calls to a 
specific API client. 
 
 User Data Isolation: As data enters into the database, the particulars 
used to positively identify a user (teacher or student) are isolated as 
much as possible and replaced with synthetic identifiers used throughout 
the data model. The user elements retained, such as student name or 
teacher name to make the applications effectively usable. During normal 
use of the application, these identifiable elements are visible via the 
applications by the user with proper access credentials. Upon terminated 
of the contract and written request from the customer, these elements 
are permanently destroyed. 
 
Student Identifiable Information: As much as possible, a minimal amount 
of Student identifiable information is maintained in the database 
exclusively and expressly for the purposes of student login 
(authentication) and application personalization. Such information 
currently only includes student first name, last name, grade and 
optionally parent(s) email addresses. Upon entry into the database, the 
Student Identifiable Information is assigned a synthetic ID used through 
all operations and reporting with in the system. The Student Identifiable 
Information may be destroyed upon written customer request. 
 
Facility Security: The data centers used to operate our infrastructure are 
run by industry leading providers with decades of experience designing, 
building and running highly available facilities with multiple, redundant 
paths for power, networking, physical and virtual security facilities
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